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OnmcaHmne ycTponcTBa

BAS-IP AV-03D - 3TO cTU/IbHas NaHesb, KOTOpad, HECOMHEHHO, naeanbHO BNULLETCA B UHTepbep
No60oro obnCcHOro ueHTpa. NaHenb N3roToB/IEHA M3 BbICOKOKAUECTBEHHOIO MIacTUKa U MOXKET
MCMNOb30BATLCA MPAKTUUYECKN B JIIOOOM NMOMeLLUeHUN.

BHewHWM BUA,

OnucaHune yctponctea - 5



TexHnYeckmne xapakTepUCTUKU

OBLWNME XAPAKTEPNCTUKW

Tun naHenu: HouBmnayanbHas

Oucnnen: Het

Kamepa: 1/4”

Yron o63opa: No ropmnsoHTanm 100°, no BepTukanum 52°
PaspelwueHne kamepbl: 1 Mn

BbixogHoe Bupeo: 720p (1280x720), H.264 Main Profile
HouHas noaceeTKa: 6 cBeTOOMOOOB

MuHuManbHas ocseleHHOCTb: 0,01 LuX

Knacc cteneHu 3awmTbl: P40

TemnepaTypHbIN peXxxuM: -10 - +40°C

MNoTpebneHne nuTaHusa: 6,5 BT, B pexxmMe oxungaHusa - 2,5 Bt
MutaHue: + 12 BonbT, POE

Kopnyc: ABS nnactuk

LiBeToBOE peLueHne: TUuTaHOBO-CepbIN, YEPHbIN
Pa3Mep noa yCctaHoOBKY: 25X60x40 MM

Pa3smep camom naHenu: 102x160x46 MM

Tunn ycTaHOBKU: HaknagHas

OYHKUMNOHAJIbHBIE BO3MOXHOCTHU

UHTepdelc: Pycckun/anrnunckmumn, WEB-unHTepdeinc

OTKpbITUE 3aMKa: C MOHUTOPA, 13 NpunoxeHna BAS-IP Intercom, no KapTe, 13 MNPUIOXeHUs
UKEY

KoHTponb poctyna AV-03ED GREY: CuutbiBaTenb 6€CKOHTAKTHbIX KapT EM-Marin
KoHTponb poctyna AV-03MD GREY: CunTtbiBaTeNnb 6€CKOHTaKTHbIX KapT Mifare

KoHTponb poctyna AV-03BD GREY: MynbTndopMaTHbIN CUMTbIBaTE b C NOAAEPKKOMN
TexHonornn UKEY

MHuTerpauma co CKY: Beixon Wiegand 26

KHOMKK BbICTPOro Bbi30oBa: 1 CEHCOPHas KHOMKa BbI30Ba

KonunyectBo Menoaumn Bbi3oBa: 4 nonndoHnyeckmne Menogmm
AyTeHTUdbUKaums: OToenbHbIYM Maposb Ha HacTponkn, WEB-nHTepdenc

Pe>xnM pasrosopa: [1ByXCTOPOHHMUI

TexXHNYecKne XapakTePUCTUKN - 6



JononHutenbHo: SIP P2P, BcTpoeHHoe pene

TexHUYeckne xapakTepucTmuk - 7



KoHdurypupoBaHue yepes web nHtepdenc

e BxopA(see page 8)

¢ [[NaBHadA(see page 8)

¢ CeTb(see page 10)

* AQpec(see page 1)

e CKY[O(see page 13)

* [lepeappecauns(see page 17)
e [JONONIHUTENbHO(see page 19)
e CucrteMa(see page 19)

Bxon

0na KoHOUrypupoBaHMs Bbi3bIBHOW NaHenu yganeHHo yepe3 WEB-uHTepdenc, Heobxoammo
MNOOKIIOUNTBLCA K HEN MHTepHeT-6pay3epoM Ha lNK. MaHenb go/KHa ObiTb MOAKAIOYEHA B TOM XKe
cermeHTe cetn uto 1 NK ¢ KOTOPOro NNaHNPyeTCs NPOMN3BOANTbL HACTPOMKY.

[na noucka yCTPOWCTBa B CETU HEOBXOOMMO BOCMONb30BaTLCA YTUNUTOM ONA NOUCKa U
MPOLUNBKU YCTPOWCTB.

B nHTepHeT-6pays3epe, B CTPOKE BBOAA agpeca, HeobXxoamMo BBecTU IP-agpec naHenu, nocne
yero NMNOABUTCA OKHO BBOAA MMEHU MoJib30BaTeNsa U Mapong.

VIMa nonb3oBaTena Ansa BXoda B HAacTponku: admin.

MNaponb HeOBXOaMMBIN ANa BBOAA, COOTBETCTBYET Maposto AJia AOCTYMNa K HACTPOMKAM BbI3bIBHOM
naHenun un 9BNgeTCsa naposieM nHctanaTopa (Napoab No ymonyaHuto: 123456).

@ basIP o error ®w

BeeguTte NoruH u napons

[ NnaBHasa

Nocne ycnewHom aBTopm3aumm oTobpasntca cnenyoLmm nHtepdenc:

KoHdurypmpoBaHume yepes web nHtepdenc - 8



= A OFFLINE

MnagHan -
BAS-IP device
= Ceto
S WMHbopmauna o6 ycTpoicTee
Q ckya DpeiMEOpK TNayHuep
u Mepeagpecauna
te] LlononHuTensHO
MHCbOpMELI,IAH 0 CeTH

e BesonacHocTb
"] CucTema DHCP IP agpec Macka nogcetw

Appec wniosa DNS cepeep MAC agpec

NMHdopMaumsa o6 ycTponctee

DpenMBOpPK: Bepcusa npoLLnBKU.

JlayHuep: Bepcuna nayHuepa.

NHdopMaumsa o cetun

DHCP: TekyLwuin cTaTyc ceTeBoro nogkoyeHna (Ctatnueckume Hactporikn/DHCP).
IP appec: Tekywmun IP agpec ycTponcTiaa.

Macka nopceTu: Micnonb3lyemasn Macka noaceTu.

Appec wnio3sa: ALpec OCHOBHOIO LLUO3a.

DNS cepBep: Agpec DNS cepBepa.

MAC agpec: ®n3mnueckmm agpec yCTpoOnCTBa.

KoHurypupoBaHue 4yepes web nHtepdenc - 9



CeTb

= A OFFLINE
agxas :
BAS-IP device
- CeTe
HacTpoiku cetu COXPAHUTL
K- Bbi3blBHER Nakens
® oo
[(J DHCP
\: Mepeanpecauua
Q& Roronmencio 192.168.1.78 192.168.1.1
e BesonacHoCcTe
"] CucTeMa 255.255.255.0 8.8.8.8

Monb3oBaTenbckuin NTP

Jllata/epems Ha yeTpoitcTee: 1970-01-02 05:50:51

202.120.2.101

UTC+08:00 -

HacTtpomnka cetun

DHCP: BkntoueHne/BbikloUYeHne DYHKLUU aBTOMATUYECKOrO MOJTYYEHUS CETEBbIX HAaCTPOEK.

IP: IP-agpec BbI3bIBHOW MaHenNu.

ALpec rno yMoJi4aHuIo:
Mo yMonuaHuio BbI3biIBHAA NaHes b MOXET MMeTb cTaTuyeckun |IP-agpec 192.168.1.90 nnbo
192.168.1.91.

Macka: Macka nogceTtw.

LLinto3: OCHOBHOW LUHO3.

DNS: Agpec DNS cepBepa.

Monb3oBaTenbcknmm NTP

Bpemsi: Tekylee BpeMs yCTPONCTBaA.
URL: none BBOOa NONb30BaTE/IbCKOIO CepBepa CUMH3POHM3aLUNM BPEMEHN.

UacoBoi nosic: Bbi6op NCrosib3yeMoro 4acoBoro nosca.

KoHdurypupoBaHue yepes web nutepdenc - 10



Appec

= A OFFLINE
naeHan .
BAS-IP device
= CeTs
{. BoizbiBHaA NaHens HaCTpOMKa anpeca
9 cxva Pexu
WHavemnaoyansHbli -
u Mepeanpecauua
e [LononHnTensHo T"
e BesonacHocTb
9 Cucrema 1 o

HacTtpownka agpeca

PeXxuM: Pexxnm paboTbl maHenu.
3paHue: Homep 3paHus.
MNapagHoe: HoMmep napagHoro.
ATtax: Homep aTtaxka.

KBapTupa: Homep kBapTupsbl.

MopsinkoBbI HOMep: [NopPAOKOBbLIN HOMEP BbI3bIBHOW MAaHENN.

MopsinkoBas HyMepaLums naHenen
Ecnn y Bac HECKONbKO BbI3bIBHbIX MaHeen, KOTOPble MMEIOT OAUH TOrMYecKum agpec,
Torga B none "Ne" ykakute 3HaueHume 2, 3, 4,5 v 1.4., 0o 9.

Hactonkun SIP

KoHdurypupoBaHue yepes web nutepdenc - 11



= A OFFLINE

MnasHas o

Ceto

.))

BbiablBHanA NaHens -
Bikn /B

cKya

'O BN

MNepeappecauua sip:sip.bas-ip.com 2314

LlononxuTensHo

EesonacHocTs sip.bas-ip.com 123456

o & O

Cuctema STUNIP
stun.l.googlre.com

19302

BkJ1/Bbikii: BkntoueHne/BbiktoueHmne SIP pervctpaumu.

Mpokcu: Mpokcun SIP cepBepa, KOTOPbLIN MOXET BbiTb NpPeacTaBneH Kak IP agpecoMm, Tak u
JOMEHHbIM UMEHEM.

dopmart 3anucu:
MNepen agpecoM NPOKCK 06a3aTeNIbHO HYXKHO YKa3biBaTb "sip:".

CepBep: Apgpec SIP cepBepa.

dopmart 3anucu:
MoxkeT 6bITb YKa3aH Kak |IP-agpecoM, Tak 1 OOMEHHbIM MIMEHEM.

STUN IP: Agpec STUN cepBepa.

Mpumep:
stun.l.google.com.

STUN nopT: MopT STUN cepBepa.

NMpuMeyaHue:
Ona STUN cepBepa Google ncnonb3syetca nopt 19302.

J1oruH: SIP Homep.

Mpumep:
2222

Maponb: Maponb ot SIP HOMepa.

KoHdurypupoBaHue yepes web nHtepdenc - 12



ABTOMaTUUYecKas nepeperncrpaums: KHomnka nepepermctpaumm yCTpPomncTBa Ha cepeepe.

WUHTepBan nepeperucTpaumu:; MNMose BBOOa NHTEPBASIA BPEMEHM B CeKYHOAX, MO UCTEUEHUIO
KOTOPOro 6yaeT NPOoUCXoauTb Nepepeructpaumsa ycTponcTea Ha cepBepe.

HacTpolnku Bbi3OBa

HacTpoliku Bbi3oBa

35
120

MakcuManbHoOe BpeMs [O3BOHA: BpeMeHHOM MHTepBar, MO NCTEYEHMM KOTOPOIrO NaHeNb
aBTOMATUYECKM 3aBEPLUNT UCXOASLLMNIN BbI3OB, €C/IM HET OTBeTa.

MakcuManbHoOe pasroBopa: BpeMeHHOM nHTepBan, No NCTeYEHUN KOTOPOro naHesb
aBTOMATUYECKM 3aBEPLUNT NCXOSLLMI Pa3roBoOp.

HacTponkn yCcTpomncTBa

HacTpoiikn ycTponcTea

1280x720 ~ 102

2 -

PaspelwueHune Bnaeo: Buibop npegnovyntaeMoro paspeLleHns BUaeo.
Mpodunb gaHHbIX RTP: Beibop npeonoumntaemMoro npodunna gaHHbix RTP.

YpoBeHb IPOMKOCTU: PeryanpoBka ypOBHS FIPOMKOCTU AVHAMMKA MNaHenu.

CKy[a

B 3TOM MeHI0 yCcTaHaBNMBalOTCA o6LMe napaMeTpbl YNpaBleHNa CUCTEMOM KOHTPOS OOCTYNa,
npaBuia gocTtyna n MoeHTUMUKaTopLI.

KoHburypmposaHume yepes web nHtepdenc - 13



= A OFFLINE

o C )

e &

Bbl3blBHaA NaHenb

cKya

LlononHuTensHO

Cuctema WcnonbaoBaTh 06LLmMiA Kog OTKPLITUA 0000

e BAS-IP device

Ceto

OBLLWE HACTPOMKN ~ WIEHTUOUKATOPH

YnpaBneHue JOCTYNOM

12345678

Mepeagpecauna

BezonacHocTs

YrpaBneHne goCcTyrnom

MacTep-KapTa: Homep MacTep-kKapThl.

Pernctpauus kapt yepes WEB UHTepdeinc:

Beegute B none "Mactep - KapTta" undpy O 1 Haxxmumute KHonky "TpUMeHUTL" .

Janee nogHecmnTe HeOBXOOMMYIO ONA PErMCTRAUMM MAacTeP-KaPTY K 0BJlacTun
cUMTbIBaTENS NaHenu npo3syunT curHan "BUM" , KoTopbIM O3HAUYAET, UTO MAcTep - KapTa
yCrneLuHO 3aperncTpmnpoBaHa. [Janee Heo6xooMMo NoOHECTN MAcTep - KapTy eLue pa3
019 Nepexoia B PeXMM NporpamMmMmnpoOBaHus.

Nocne 3Toro K 06/1aCTV CUMTbIBATENSA NAHENN NOAHOCUTE MO oYepeanmn KapThl
rnosib3oBaTeNen.

Nocne KaXxgon KapTbl Nonb3oBaTensa 6yaeTt 3BydyaTb curHan "BUIM", koTopbi o3HavaeT
YCMeLUHYO permcTpaumio NoAHECEHHOM KapTbl. TakxXe Ha aucrniee naHenm otobpasunTcs,
yTto poHaBneHa HOBas KapTa.

Bpemsa Mexxay nobaBrieHMeM KapT He AO/DKHO rnpeBbilaTtb 10 ceKyHA.

YnpaBsieHne 3aMKaMm

KoHdurypupoBaHue yepes web nHtepdenc - 14



= A OFFLINE

Frasian YnpaeneHue 3amMmKamu

Ceto

.))

Bbl3blBHaA NaHenb 2 0

cKyn

a9 -

Mepeagpecaumna

LononHUTENsHO

BezonacHocTs

e & 8O

Cucrema OTKpbITb 3aMOK

OTKPbITb 3AMOK

BpeMs oTKpbITUSA 3aMKa (ceK): Bpema, Ha KoTopoe ByayT 3aMKHYTbl UM PA30OMKHYTbl KOHTAKTbI
pene naHenu.

3apep>xKa rnepepn oTKpbITUEM: BpeMs, NO MCTeYEeHUN KOTOPOro Npomn3onaeT 3aMblKkaHne nnm
pa3MblKaHME KOHTAKTOB pesie NaHenu (3agep>Xka A0 OTKPbITUSA).

Jep>XaTb 3aMOK OTKPbITbIM Mpu oTcyTcTBUU SIP pernctpaumm: OyHKLUMA OTKPbITUA pese naHenu,
B C/ly4yae OTCYTCTBUA pernctpaumm Ha SIP cepBepe.

BpeMsa otcyTcTBus SIP pernctpauumn: TammMayT B cekyHaax, Mo UCTeYEHNN KOTOPOro rnpounsongeTt
OTKPbITUE pesie NaHeNn ecyin OTCYTCTBYET perncTpaumns Ha cepBepe.

OTKpPbITb 3aMOK

3amok #1, 3amok #2

OTKpbITb 3aMOK: DYHKLIMA OTKPbLITUA BbIOpaHHOro 3amMka n3 WEB mnHTepdenca naHenw.

JOnonNHUTESIbHbIE HACTPOWKM

[lononHuWTenbHble HaCTpOlﬁKM

[ PeuM 0xpaHbl MOHWUTODE

Pe>XnM oxpaHbl MOHUTOpPAa: OTK/IIOYEeHWe CUrHanmM3aunm Ha BHYTPEHHEM MOHUTOPE Npu
nogHeCeHMN KapTbl, KOTOPAadA npmBdAa3daHa K JIOrm4yeCKoOMy agpecy 3Toro MOHMUTOpPaA.

KoHburypmposaHume yepes web nHtepdenc - 15



NoeHTndmkaTopsbl

B naHHOM MeHto oTobparkaeTcs Tabnumua MAeHTUHOUKATOPOB 1M KOOOB LOCTYNa, 4OOAaBNEHHbIX B
MaMaTb BbI3bIBHOM NaHenNn.

= A OFFLINE

BAS-IP device

CeTe

.))

OBLME HACTPOMKA  WOEHTUOWKATOPGI

Bbi3bIBHEA NaHENL

& HOBBIA NEHTUOUKATOP

Jol

' BN

Mepeagpecaums

LlononHuTensHo

BezonacHocTs

7444400 1-1-12-12 ’/

-

o & O

Cuctema —

HoBbIM naeHTUMUKaTOP

[Mocne HaxkaTusa Ha KHonky "HoBbIM naeHTUdmMKaTop” oTobpasnTtca cnenyolmmn nHTepdenc:

Hoebiit ngeHTHOUKaTOR

OTMEHA MOOTBEROUTL

HoMep npeHtumkaTtopa: lNone BBoga HoMepa naeHTUdrKaTopa B AECATUPUUHOM dhopmMaTe.
3paHue: HoMmep 30aHus.

NapapHoe: HoMep napagHoro.

Jtax: Homep aTaxa.

KBapTupa: HoMep KBapTupsb!.

KoHdurypupoBaHue yepes web nHtepdenc - 16



[Nepeapgpecauuns

JaHHbIV pa3pgen UcnosibayeTca ons nogMeHbl HOMePOB CPeacTBaMy MaHenu npwv Bbi3oBax,
MOCTYMAaOLWKMX HA BHYTPEHHWE MOHUTOPbI, KOFAa MOHUTOPA HET UK OH OTKJItoUYEH, NGO Ha
nobon 3apaHHbIi SIP-HOMep.

= A OFFLINE
naeHan .
BAS-IP device
= CeTs
L ooamesan e HacTpoiikn nepeaapecalum
9 cxva Pexu
Mo oyepeamn -
{: Mepeanpecauua pea
Q LONONHATENBbHO
e BesonacHocTb
¥ . Ol-lepeﬂl’l nepeagpecauunu
HCTeMa

HOBAS MEPEALPEC ALIMA

11111 sip:1223@sip.bas-ip.com P |

HacTponkun nepeagpecaumm

PexkuM: Bbi6op pexirMa nepeagpecaumn. Bce cpasy - BbI30B 6yOeT COBEPLUATLCA Ha BCE HOMepa
ogHoBpeMeHHo. Mo oyepenn - BbI30B ByOeT COBEPLUATLCHA NOCNefoBaTeNIbHO C UHTepBanom B 20
CeKyHa.

HoBasa nepeappecaumsa

Nocne HaxxaTusa Ha KHonky "HoBasa nepeagpecaumnsa” otobpasnTtcsa cnenyromm natepdenc:

KoHdurypupoBaHue yepes web nutepdenc - 17



PE,D,EKTMDDEIEHH € nepeagpecal i

Sip11019.168.1.25 .
;lp_232‘_2_@5|;;b_615||3c0m 0
NI0GABUTL
OTMEHA NOATBEPOUTL

HoMep kBapTupbl: HoMep, HabupaeMbin Ha KaBraType naHenn (019 naHenem ¢ KnaBmatypomn).

HoMep nepeappecauunmn: HanpaeneHme, Ha KOTOpoe ByaeT coBepLUaTbCs BbI3OB NMpu BBOAE
COOTBETCTBYIOLLIEro HOMepa Ha KJlaBmaType naHenn. MoxxeT ObiTb MCMOJSIb30BAHO Kak asid
3BOHKOB BHYTpU ceTu no P2P, Tak 1 ana no npotokony SIP

dopmMaT 3anncu 019 Bbi3OBa BHYTPU CETU

Sip:1@192.168.1.25, roe 1 - xxenaembin Anga oTobpa)KeHnsa y Bbi3bIBAE€MOro

HoMep, 192.168.1.25 - IP-appec Bbi3biBaeMoro SIP knneHTa (B cliydyae UCnosib30BaHUSA
codbTdhoHa - IP-appec ycTponcTBa, Ha KOTOPOM YCTaHOBIEH CODTAHOH).

Bbi3oB Ha Tpy6ky SP-02:

Sip:192.168.1.99, roe 192.168.1.99 - IP-agpec Bbi3biBAEMON TPYOKM.

dopmMaT 3anmucu g BbisoBa No npoTtokony SIP

sip:2322@sip.bas-ip.com, roe 2322 - SIP HoOMep BbI3bIBaeMOro yCTponCTBa, sip.bas-
ip.com - agpec SIP cepBepa, KOTOPbIN MOXET ObITb YKa3aH Kak |IP agpecom Tak n
[OOMEHHbIM MMEHEM,

KoHdurypupoBaHue yepes web nHtepdenc - 18



[ononHUTeNnbHO

= A OFFLINE
Fnaenan .
BAS-IP device
= CeTb
R Cnuncok RTSP notokoB
9 con Beero: 1
L Mepeaapecauua [OBABUTE YOAJNATE BCE
¢ JlononHuTensHo URL I
rtsp:/admin:admin@192.168.1.58:554/ch01 YAAIMTE
e BesonacHocTe
9 Cucrema

Cnuncok RTSP notokoB: ®yHKLUMA NPOCMOTPAa AONONHUTENbHbIX IP-kaMep BO BpeMda Bbi3oBa (0o 4
NoToKOB). MYHKLMS OOCTyMNHa A9 MOHUTOPOB V4 U Ntobbix apyrux SIP yCTpoOncTB C
KnaBMaTypow.

NMNopckaska:

Bo BpeMs BbiI30Ba BO3MOXHO MEPEKIoUaTbCH MeXXay NOTOKaMU HaXkaTueM KnaBuLl oT 1
no 5. Knaesuwa "1" cooTBeTCTBYET MOTOKY KaMepbl BbI3bIBHOW NaHenu, knaeuwim ot "2" oo
"5" - ONONHUTENBbHO AOOABAEHHbIM MOTOKAaM (Nepenaya oCyLLEeCcTBAAETCH NOCPeaCcTBOM
DTMF RFC2833).

URL: Agpec RTSP-noToka, oTo6parkaeMoro npu BbI30Be ero ¢ KJ1aBnaTypbl.

MpumMep:
rtsp://admin:123@192.168.1.189:8554/ch 01

Cuncrtema

B LaHHOM MEeHIO OCYLLLeCTBIAETCA Pe3epBHOE KOMUPOBAHME N BOCCTaHOBJIEHME HACTPOEK
naHesin, CMeHa 43blKa 1 NporpaMMHagd nepe3arpy3ka.

KoHdurypupoBaHue yepes web nHtepdenc - 19



= A OFFLINE

Fnaenan -
BAS-IP device
= CeTb
HacTponku
K- Bbi3biBHEA NaHenb p
9 e BOCCTAHORNEHUE HACTPOEK
K: Mepeaapecauna
:2 [ ononHUTENBHO -
e BesonacHocTb
COXPaHUTL HACTPOWKK
A3bIK yCTPOUCTRA
English -
HacTponku

Bbi6epuTte pann: Boibop danna KoHbUrypaumm naHenm ns dannosomn cuctemsl MK.

YCTaHOBUTb HaCTPOMKK NO YMosiYaHuio: COpPOC BCeX HACTPOEK BbI3bIBHOW MaHe N K 3aBOACKUM

YCTaHOBKaM.

CoxpaHUTb BCe HAacTponKn: CoxpaHeHne 1 a3KCNopPT KOHMDUTYPaLMOHHbIX danioB.

A3bIK YCTPOMCTBA

BbI60Op A3blka YCTPONCTBA.
Nepe3arpy3ka

Mepesarpyka

MEPE3ArPY3WTb YCTPOACTBO

MNepesarpyska: NporpaMMHas nepesarpyska BbI3bIBHOW MaHenu.

KoHdburypurpoBaHue uepes web nHtepdenc - 20



YCcTaHOBKA U NoaktoyeHme

Ha 3ToI cTpaHunue onncaH NpoLecc YCTAaHOBKW U MOOKIIOUEHWS Bbi3bIBHOW MaHes u.

e [lpoBepKa KOMMMIEKTHOCTM NPOAYKTa(see page 21)

. 3ﬂeKTpV|quKoe nogkKnryeHne(see page 21)

* MexaHn4yeCKum MOHTaX(see page 23)

e [NopgkntoyeHmne OONONHUTENbHbBIX MOOY1EeN(see page 25)

[MpoBepKa KOMMNEKTHOCTU NPOaYKTa

MNepen yCTaHOBKOW BbI3bIBHOM NAHENN 006A3aTENbHO HY>XHO MPOBEPUTb €€ KOMMJIEKTHOCTb U
Han4ymne BCcex KOMMOHEHTOB.

B KOMMNNEKT BbI3bIBHOM NaHeNMN BXOOUT:

Bbi3biBHas naHesb 1wt
KpOHWTENH N4 HakNagHOW YCTAaHOBKK C KO3blPbKOM 1wt
KpOHLUTENH ONa HAaKaaHOM YCTaHOBKM 6e3 KO3bIpbKka Twr
MHCTpYKLUMA NO YCTaHOBKE 1wt
KoMnnekT NpoBOAOB C KOHHEKTOPaMU ANa NogKJAtoUYeHna NMTaHMs, 3aMKa 1 gorn. Twr
Moaynen.

KoMnnekT 3arnylek aasa coeguHeHum 1wt
YCTaHOBOYHbIE BUHTbI C K/THOYOM 1w

ANeKTpuyeckoe nogkroyeHme

Nocne NPoBEePKU KOMMIEKTHOCTU YCTPONCTBA MOXKHO NMepexoauTb K MOOKIUEHUIO.

Ona nogkntoyeHna NoHagobuTcs:

« Kabenb Ethernet UTP cat5 unu Bbille, MOAKITIOYEHHbBIN K CETEBOMY KOMMYTaTopy/
MapLpyTM3aTopy.

PekoMeHpaauuu no pgnmnHe Kabens
MakcmmanbHaga anmHa cermenTa kKabena UTP CATS He ponxHa npeBbiwaTth 100 MeTpoOB,
cornacHo ctaHpapTa IEEE 802.3.

e Bnok nutaHusa Ha +12 BonbT, 2 AMnepa.

e JosmkHbl 6biTb NOABEAEHbI MPOBOAA AJ1A MOAKJTIIOYEHNA 3aMKa M JOMONIHUTENbHbIX MOoAyen
(onumMoHanbHO).

YcTaHOBKa 1 nogktodeHme - 21



K BbI3bIBHOW MAHENN MOXXHO MOAOKAOUNTL JItOObIe 31eKTPpoOMexaHu4eckne nmbo
3/IEKTPOMArHUTHbIE 3aMKW Y KOTOPbIX KOMMYTUPYEMbIN TOK HE MpeBbIllaeT 5
AMnep.

Huxxe npeacTaBieHbl TUMOBbLIE CXEMbl MOAKTOUYEHNSA BCEX 2/IEMEHTOB K BbI3bIBHOW MNaHeNu:

CxeMa nogkntoyeHnsa aNeKTPOMEXaHNYECKOrO 3aMKa C UCMOJIb30BaHMEM BHELLIHEro MCTOYHMKA
NMMNTaHWA 014 3aMKa.

e N
Exit/Door Sensor RS485
[TeT=T =] [o]=2]=]4]
|~ =~ LAN  [exitono] on] os|  [+12] ano|ass+ass-|
© o &
iegand
S = T o Power/Relay Outputs
EG [ [2]s]a]s]
3| po +12v[GND| NO|coM NC
RS232 (Option)
[Green[Black] White]
L1
A1 - J

+ -] +

Power supply for panel
i~ ~
Tgo) © ((o;r =':J
.

J

Power supply for a mechanical lock

CxeMa nogkntoyeHus 2NIEKTPOMarHMTHOro 3aMka € UCnoJyib3oBaHMeM BHeLLHero 610Ka NMTaHua
Ona 3aMKa.
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Exit/Door Sensor RS485
[CT=l=T+] [ =2]=sT14]
g L (;@E) IEXITIGNDl D\NI DSI |+12v|GND|485+435—|
@) C@ Wiegand
= Power/Relay Outputs

1] D1
2[ong) [ 2]s[4]s]
3| po +12V| GND| NO|COM NC

RS232 (Option)
A
% N J
Lock 1
Lock 2
- +] -
Power supply for panel | Power supply for a magnetic lock

9 © ¢ )

MexaHn4yeCcKMm MOHTaXK

Mepen MOHTa)XOM BbI3bIBHOWM MAaHEN HY>XHO NPeayCcMoTpeTb OTBEPCTNE UK yriybneHmne B CTeHe
Cc pa3mepamMy 20x50x60 MM (ANa Bpe3HOro MoHTaxKa). Takxe HeobxoamMo npeagycMoTpeTb
noaBon Kabens NMTaHus, Oorn. Moayen 1 NoKanbHOW CeTu.
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Appearance dimension
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CKayaTb YepTeXK KPOHLUTENHa st HaKNagHoOM ycTaHoBKM!

PekoMeHaaLumm no BbICOTE YCTAaHOBKMU:
YCcTaHaBNMBaTb BbI3bIBHYIO MaHeb cieayeT Ha yaobHOM ana Bac BbiCOTE.
OpueHTUpPOoBOYHas BbiCOTa YCTaHOBKK 160-165 cM No YPOBHIO KaMepbl.

[NookntoueHne OonoNHUTENbHbIX MO,D,yJ'Iel7I

K BbI3bIBHOW MaHen MOXXHO MOAKAUYNTE cregyroLme Moayiu:

* Mopaynb ynpaBneHuns OByMa 3aMkamu SH-42

1https://wiki.bas-ip.com/download/attachments/14057770/AV-03D_AV-03BD.pdf?
api=v2&modificationDate=1566300414724&version=1
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Icrnosib30BaHMe YyCTPOMCTBA

MobunbHbIn poctyn UKEY (see page 26)
Mony4yeHmne RTSP noTtoka ¢ KaMepbl BbI3bIBHOWM NaHeIU(see page 29)

MobunbHbin goctyn UKEY

OnuncaHune

Mo6unbHbin goctyn UKEY oT BAS-IP aBnaetca yHUBepCcanbHOM TEXHONIOrMen ona noayvyeHnda
JOCTyna B NOMELLUEHMNE NN HA TEPPUTOPUIO OBBbEKTA C BO3ZMOXXHOCTbLIO MCMNOJ/Ib30BaTb B OOAHOM
CunTbIBaTENE OOHOBPEMEHHO: KapToukn EM-Marin n MIFARE/wmndpoeaHHblie KapTbl MIFARE
Plus/MIFARE Classic, MOBunbHbIn TenedoH (Bluetooth n NFC).

UKEY obnagaeT cnenylowmmm npeumyLiecTBamm:

BO3MOXHOCTb UCMOMIb30BaTb OOHOBPEMEHHO HECKOJIbKO CTaHOAPTOB aeHTUdmnKaumm: EM-
Marin, MIFARE, Bluetooth n NFC

BO3MOXXHOCTb MCMNOJ1Ib30BaTb MOOU/IbHbLIN TefiedOoH B KauecTBe naeHTudmrKaTopa

perynmpyemas ganbHOCTb cpabaTbiBaHUA MOBUNBHOIro naeHTndukaTopa (npu
ncnonb3oBaHmm Bluetooth)

HU3KOe 3HepronoTpebneHne

creumanbHbiM anropuUTM WNdPOBaHUSA ANa MOBUNbHbIX MOAEHTUDUKATOPOB 1 KapT MIFARE
Plus

BO3MOXXHOCTb NMPUMEHEHUS Ha NIOObIX TUMNax OOBHEKTOB

BO3MOXXHOCTb YCTaHOBKU MobunbHoro goctyna UKEY B paHee npnobpeTéHHble Bbi3bIBHbIE
naHenm

yOoo6CTBO /18 NOSb30oBaTeNd

MpnHUMN PaboTbl

MoeHTndrkaumsa n oTKpbITUE 3aMKa BO3MOXKHbI 6/1arogapsa Hanmumio B NnaHensax BCTPOEHHOT o
moayna BME-03 c nogoep»xkon MobunbHoro goctyna UKEY.

MynbTndopmaTHbin Moaynb BME-03, KOTOPbIM MOTYT ObITb OCHALLEHbl BCE BblI3bIBHbIE
naHenn BAS-IP, y KOTOPbIX eCTb BCTPOEHHbIN CUNTbIBaTESlb, NO3BOMAET MPOMN3BOAUTb
noeHTndrkKaunto nonbloeatens no texHonornm UKEY ¢ ncnonb3oBaHMEM pPasiMUHbIX
noeHTndnkaTopoB (KapTbl, 6penoku, TenedoH) 1 BbINONHAET POJib YHUBEPCANbHOro

CumMTbiBaTENs AN CUCTEMbI KOHTPOS AOCTyna.

Mcnonb3oBaHMe ycTponcTBa - 26



Mo6ubHbIN OOCTYN C NpunoXxeHnem UKEY?

019 KoMbopTHOM paboThl MOMb30BaTENEN C BbI3bIBHbIMU NaHenaMm BAS-IP, ocHalLleHHbIMUK
MYJIbTUDPOPMATHBIMU CUUTbIBATENAMU, KOMMNaHMA BAS-IP BbinycTna HoBoOe MOBUIbHOE
npunoxeHne UKEY, KoTopoe nocne nosiy4yeHnss MoOUIbHOIO MaeHTUdUKaTopa MCNoJib3yeTcs
OJ19 OTKPbITUS OBepen/BopoT/LwnaréayMos.

Ona KaXxaon BbI3bIBHOWM MNaHen, OCHaLLEHHOM MOAYJ/IeEM CUUTbIBATENSA C NOAAEPKKOMN MOBUBHOTO
pnoctyna UKEY, MoxeT 6bITb HAaCTPOEHa pa3Hasa JasibHOCTb cpabaTbiBaHUA MOOUITbBHOIO
NOEHTUDUMKATOPA, B AManasoHe oT 2 caHTuMeTpoB 0o 10 MeTpoB. PaccTtosaHme cpabaTbiBaHUA
3aBUCUT HE TOJIbKO OT BbIOPAHHOMO PEXKMMA, HO 1 OT TOJILLMHbLI CTEH B MOMELLEHNN, NOroAHbIX
yCcnoBum (Mpu pasMeLleHnM NaHenm Ha yamue) n opyrmux aktopos.

Pe>XxnMbl paboTbl (AanbHOCTb) cpabaTtbiBaHUA MOBUITIBHOIO UAEHTUMMKATOPa:

¢ KacaHue (paccrtogaHmne cpabaTbiBaHWSA OO 2 CM)
e [1Bepb (paccTtosaHue cpadaTtbiBaHMa 0O 1 M)

« BopoTa/wwnarbayM (perynmpyemoe pacctosHue ot 0,5 m go 10 M)

HacTpomnka B TpU KMKa ¢ npunoxxeHmnem UKEY Cfg?

BO3MOXHOCTU MPUNOXKEHUS:

* HacTpoWka pexunma pabdoTbl kKapT EM-Marin, MIFARE u BLE (Bluetooth Low energy) -
BKJIIOUEHME N OTK/IIOYEHME CTaHOAPTOB CUMNTbIBAHUS

* YcTaHoBKa wWundpoBaHusa onga ngeHtndmrkatopa UKEY. 3To gacTt BO3MOXXHOCTb NPMBSA3aTh
W pOoBaHHbIM KoY MaeHTUdUKaTOpa K BbiIOpaHHOMY CUUTbIBATENIO

* BktoueHre n oTKItoUeHMe pexxmmoB WwndpoaHua ana kapT MIFARE Classic n MIFARE
Plus

* BkntoueHune gusepcudmnkaumm gna kapTt MIFARE Classic n MIFARE Plus

* HacTpoWMKka 3ByKOBOIo NMOATBEPXKAEHUSA NPpU MOAHECEHNN MOBUIbHbIX MOEHTUHOUKATOPOB K
CUMUTBLIBATESIO B PEXMMAX OXXUOAHUSA N CUYNTbIBAHNSA

* YcTaHOBKa pexkuMa paborTbl: [IBepb, KacaHue, BopoTa/LLUnaré6aym
» HacTpoWka panbHOCTU pexknMa paboTbl Npu Bbibope pexxuma "BopoTa/LLUnaréaym”

* B cBdA3Ke co cuntbiBaTeneM TR-03, KOHGOUrypaTtop no3BoaseT 3anmcbiBaTb KapThbl
wundposaHna MIFARE Classic n MIFARE Plus

2 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
3 https://wiki.bas-ip.com/display/BASIPCONFIGID/UKEY+Cfg
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e BO3MOXHOCTb COXpaHeHna hanna ¢ HaCTPOWMKAaMM ONS YKA3aHHOro CYMUTbIBaTENA

* BO3MOXXHOCTb 3arpy3ku KOHMOUIypaumMoHHOro danaa ¢ HaCcTponKaMu ans BOCCTaHOBNEHUS
rnapaMeTpoB CUMUTbIBATENS U O19 KOMMPOBAHMA HAaCTPOEK B APYrMe CUUTbIBATENN

Cnoco6bl NoflyyeHna MOBUTbHOIO MOEHTUMUKATOPAa U KapT AOCTyna

OTckaHnpoBaTb QR-kog ¢ nomoLlbio npunoxeHmns UKEY

Nonb3oBaTesb NOAAET 3a9BKY Ha NpMobpeTeHne HeobxoanMoro kKonnyectea QR-kogos
AOMUHUCTPATOPY CBOEN 0O6CNYyXXMBAKOLLEN KOMMNAaHUKM, U3 pacyeTa oamH QR-kopg = ogHoO
MoOUIbHOE yCcTpomncTBo. Nocne oH nonyyaet QR-Koa B pacneyaTaHHOM BUAE UM B N1IEKTPOHHOM
dopmMe (no e-mail, Viber, Telegram v 1.n.). Janee ckaHnpyeT NOaYyYEHHbIN KOO U UMMOPTUPYeT
ero n3 pannoBor CUCTEMbI U TEM CaMbIM NOJIy4YaeT MOOUbHbIN NMOEHTUMDUKATOP.

[0 TOro Kak ugeHTnbmnKaTop, B Buae QR-koaa, BblAaH Nosib30BaTesNto, OH 3anncbiBaeTcd
aOMUHUCTPATOPOM YMpPaBAaloLLLEeN KOMMaHUM B NporpamMmMHoe obecnedeHne Management
Software. QR-Kof, Henb38 NOBTOPHO UCMOJIb30BaTb Ha HECKOSIbKNUX MOBUSbHBIX TeNeoHax, OH
MPUBA3bLIBAETCH TONIbKO K OQHOMY MOBUBHOMY YCTPOMCTBY, UTO 06ecneymBaeT BbICOKUM
YPOBEHb HAAEXHOCTU N 6e30MacHOCTU MOBUIIbHBIX NAEHTUMDUKATOPOB. KonnposaHue n
OYyBNMpoBaHMe NOEHTUMDUKATOPA HEBO3MOXKHO.

C noMouwbio cuntbiBatensa BAS-IP TR-03B

Jna Toro 4yto6bl aAMUHUCTPATOP YNPAaBAAOLLEN KOMMaHMKM Mor ¢ nomolwbio TR-03B BbigaBaTh
MOBOWNbHbIE NOEHTUMDUKATOPLI UM 3aNUCbIBaTb KapTbl AOCTYMNa, NepBOHAYabHO HEOOXOANMO
yKa3aTb MacTep-KapTy, KOTOpas B AanbHenLleM ByaeT Hy>XXHa a9 paboTbl cunTbiBaTens. MacTtep-
KapTa YKa3bIlBaeTCcs Npu NepBOM 3arycke CUYMTbIBaTENA.

Co3paHne MacTep-KapTbl:

1. CkauaTb U YCTaHOBUTb MOBUNbHOE npunoxxeHne UKEY Cfg;

2. MoaokntounTtb cunTbiBaTelb TR-03B K ncTouHmMKy nmutanHma +5B (USB);

3. 3anyctutb npunoxerne UKEY Cfg 1 HaXkaTb Ha KHOMKY MOWUCKA;

4. MNMpuno)XeHne HangeT CUYMTbIBaTENb, HEOOXOOMMO 3anTM B HACTPOMWKU, MeHto "ELle"”, Bklagka

"CMeHa MacTep-KapToukn';

MopHecTn KapTy EM-Marin nnn MIFARE K cunTbiBaTento;

CunTbiBaTENb MPOU3BEOELT 3aMNUCh B KAPTY C UMM POBAHMEM, MOCSEe Yero oHa CTaHeT

MacTep-KapToW AN8 AaHHOro CYUTbLIBATENS;

7. Onsa npono/mKeHusa paboTbl CO CUMTbIBATENEM HEOBXOAMMO NepPenoaKItUNTLCA K HEMY B
npunoxeHun UKEY Cfg.

o u

Bonee nogpobHO 03HAKOMUTBHCA C DYHKUNAMN HACTONbHOIMO CUNTBIBATENS MOXKHO
Mo CCblJIKe.

[Nocne Toro Kak cosfgaHa MacTep-KapTa, aAMUHUCTPATOP MOXET BblaaBaTb MOOUNbHbIE
MOEHTUMDUKATOPDLI, @ TAKXKE 3aMNncbiBaTb WM pPOoBaHHbIe KNtouM B KapTbl MIFARE Plus.

Mony4vyeHne MObuIIbHbIX UOEHTUMUNKATOPOB C Nnomowbio TR-03B:

1. CkayaTb U YCTAaHOBUTb MOBUIbHOE NpunoxeHne UKEY4;
2. YcTaHoBUTb 1 3anycTuTb Ha MK ¢ OC ceMmenctBa Windows nporpamMmmy aas 3anmcu
noeHtTndmnkatTopos "BAS-IP USB Reader Server”;

4 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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ﬁ Mactep ycranoskn Cepeep USB cunteisatens BAS-|P — >

Ycranoska npanoxiennna Cepeep USB cuntmsaTena BAS-IP

MacTep YCTaHOEKK BeINONHAST YCTEHOEKY NpHnoxeHHa Cepeep LISE
CHMTEIBEaTENA BAS-IP, 3T0 MOMHET 38HATE HECKONBKD MHHYT,

X0oA YCTaHOBKMK:

L —
Janyo cnysb

< Hazaa Hdanee > OTMeHa

MogkntounTb CUNTBIBATESIb K KOMMBIOTEPY;

MPNNOXNTb MacTepP KapTy K CUNTbIBATENIO;

MNMogHecTn TenedoH K cunTbiBaTento (NpoBepbTe, YTOObI ObiN1 BKAtoUueH Bluetooth) n Bontn B
npunoxeHne UKEY®, panee HaxkaTb KHOMKY "MMonyunts” 1 BbIGpaTh "TOAYUYNTb KIKOY OT
BAS-IP TR-03";

6. CuntbiBaTENb NepenacT MOBUNbHbIN MOAEHTUDUMKATOP B Ball TeleOH 1 B MPUITOMXKEHUN
nosaBUTCSA Hagnucbh "Baw kntoy rotoB”;

ok w

[MonyyeHme RTSP noToka ¢ kKaMepbl BbI3bIBHOW MaHeu

Ona nonyyeHua RTSP noToka ¢ KaMepsbl Bbi3bIBHOW MaHeNM B CUCTEMY

BUOeOHabNOOeHNa HeOBXOOMMO B CTPOKe o6aB/IeHMsa KaMepbl NponucaTh rtsp://admin:
123456@192.168.1.16:8554/chO1, roe admin - 310 norut, 123456 - naponb o4 goctyna Ha WEB-
MHTepdenc, 192.168.1.16 - IP agpec naHenun, 8554 - nopT gocTtyna K kamepe, chO1 - HoOMep KaHana.

5 https://wiki.bas-ip.com/display/BASIPIDAPP/UKEY
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